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P 271600Z OCT 06

FM PTC WASHINGTON DC//ALARACT//TO ALARACT ZEN/ALARACT @ AL ALARACT(UC) BT UNCLAS

SUBJ: ALARACT 209/2006

THIS MESSAGE HAS BEEN SENT BY THE PENTAGON TELECOMMUNICATIONS CENTER ON BEHALF OF DA WASHINGTON DC//DACS-ZB//

VCSA SENDS:

SUBJECT: ARMY DATA-AT-REST (DAR) PROTECTION STRATEGY

REF A.:  130307Z MAY 04 DA WASHINGTON DC//DAMO-AOC-CAT/ ALARACT

081/2004 EXECUTION ORDER TO DISCONNECT FROM ARMY NETWORKS COMPUTER RUNNING LEGACY WINDOWS OPERATING SYSTEMS.

REF B:   ARMY CIO/G6 MEMORANDUM: SUBJECT: ARMY DATA-AT-REST (DAR)

PROTECTION STRATEGY, DTD: 28 SEP 2006

REF C:   MICROSOFT (MS) WINDOWS XP PRO. OS ENCRYPTING FILE SYSTEM

(EFS) BEST BUSINESS PRACTICE (BBP), TITLED, DATA-AT-REST (DAR) PROTECTION MOBILE DEVICES USING EFS IMPLEMENTATION DATED 12 OCT 2006, HTTPS://INFORMATIONASSURANCE.US.ARMY.MIL/BBP/.

REF D:  DOD MEMORANDUM: SUBJECT DEPARTMENT OF DEFENSE (DOD) GUIDANCE ON PROTECTING PERSONNALLY IDENTIFABLE INFORMATION (PII), DTD: 18 AUG

2006

REF E:  EXECUTIVE OFFICE OF THE PRESIDENT, OFFICE OF MANAGEMENT AND BUDGET

MEMORANDUM: PROTECTION OS SENSITIVE AGENCY INFORMATION, DTD:

23 JUNE 2006

1. IN LIGHT OF CURRENT EVENTS AND THE RESULTING LOSS OF SENSITIVE INFORMATION, I AM DIRECTING THE IMMEDIATE IMPLEMENTATION OF DAR PROTECTION PROCEDURES CONTAINED IN THIS MESSAGE.

2.  COMMANDERS AND DESIGNATED APPROVING AUTHORITIES WILL:

     A.  ENSURE ALL HIGH RISK MOBILE INFORMATION SYSTEMS (IS)  (I.E.

LAPTOPS AND REMOVABLE STORAGE DEVICES SUCH AS THUMBDRIVES) AUTHORIZED FOR TRAVEL ARE IDENTIFIED, COUNTED AND LABELED TO INDICATE THE SYSTEM IS AUTHROIZED FOR TRAVEL.

     B.  ENSURE LAPTOPS AUTHORIZED FOR TRAVEL ARE PROPERLY CONFIGURED USING AN ARMY APPROVED DAR SOLUTION OR IAW THE BEST BUSINESS PRACTICES IDENTIFIED IN REF C.

     C.  ENSURE TRAVELERS ARE TRAINED ON WHAT AND HOW TO ENCRYPT USING ARMY APPROVED SOLUTIONS.

     D.  ENSURE YOUR ORGANIZATIONS REPORT LOSS OF ANY INFORMATION SYSTEMS THROUGH APPROPRIATE COMMAND CHANNELS IAW PUBLISHED GUIDANCE, (REFERENCE D).

     E.  REEMPHASIZE THE IMPORTANCE OF USING CURRENT PASSWORD AND COMMON ACCESS CARD (CAC) WHEN USING WIRELESS PERSONAL ELECTRONIC DEVICE (PED) (I.E.

BLACKBERRYS).

     F.   FOR ORGANIZATIONS WITH AN EXISTING DAR ENCRYPTION

CAPABILITY, EXTEND WITHIN THE LIMITS OF CURRENT RESOURCES THOSE CAPABILITIES TO ALL REMAINING INFORMATION SYSTEMS WHERE DATA IS AT RISK.  ORGANIZATIONS ARE NOT TO EXPEND ADDITIONAL RESOURCES IN ACQUIRING ADDITIONAL LICENSES TO COVER UNPROTECTED SYSTEMS.

3.  SIMULTANEOUSLY, THE ARMY CIO/G6 IS CONDUCTING ANALYSIS OF ALTERNATIVES TO ADDRESSES DAR ENCRYPTION FOR ALL USERS AND SYSTEMS WITH THE RESULTS SCHEDULED FOR RELEASE NLT 1 JAN 2007.

4.  TO ACHIEVE THE ARMY END-STATE OF A DEPARTMENT OF DEFENSE (DOD) COMMON ACCESS CARD (CAC)-INTEGRATED SOLUTION, WE ARE ACTIVELY ASSISTING THE OFFICE OF THE SECRETARY OF DEFENSE TO ENSURE A SEAMLESS, INTEGRATED, AND COMPREHENSIVE ENTERPRISE SOLUTION IS PROVIDED IN CALENDAR YEAR 2007.

COMMANDS AT ALL LEVELS SHOULD CONTINUE TO AGGRESSIVELY IMPLEMENT CAC INITIATIVES IAW PREVAILING GUIDANCE.

5.  MY POINT OF CONTACT FOR THIS ACTION IS MR. GARY L. WINKLER, PRINCIPAL DIRECTOR, GOVERNANCE, ACQUISITION AND CHIEF KNOWLEDGE OFFICER, COMM:

703-602-9316
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6. EXPIRATION DATE CANNOT BE DETERMINED
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