SBP Note 08-05, 2 May 08
1. SBP Related E-mail Fraud.   
· There is an e-mail fraud involving benefits for an active duty death being sent by someone claiming to be a Captain and the Army’s SBP Monitoring and Control Officer.  I have reported the e-mail to our system security personnel.  They have reported it for investigation and notification to the Army.  Apparently, the current Army security software is screening out the e-mails.  
· I am providing you the information as you, the RSOs, would be the likely POC for someone inquiring about the claimed benefit.  

· The address the e-mail was sent from, USArmy Survivor Benefit Plan" <usarmysbp@usarmy.com, would indicate to you that it is not from the Army address.  However, the fraud targets the general population who would be unfamiliar with the workings of the Army.  The e-mail claims to provide a large benefit for a very distant relative who died during the Vietnam War.  Although the person claims to be a captain working in a ficticious Army SBP office, the over $12 million in unpaid benefits are for items other than SBP.
· To assist you, I have enclosed the text of the fraudulent e-mail with all errors.  I would recommend you put a notice on your installation RSO web-page warning of the possible fraud.
Dear Sir/Madam,

> The USARMY is awarding the families of all veteran war heroes who lost > their livesin the line of fire while on duty for their country 

> withsome financial benefits according to a directive by the US Dept of > Justice and the US ArmySurvivor Benefit Plan (SBP).  Your name is in sequence with the names of the descendants of an > officer we aretrying to award some financial benefits.The benefits include;

> Disability rights                          $250,645

> Disengagment benefits                      $526,540

> Unpaid Insurance royalties                 $1,247,675

> APF Eventuality  Pay Package.              $723,685

> Severence Package                          $1,435,536

> Death and Assurance Benefits               $4,675,474

> Total                                   $12,859,555(Incl. 30yrs compounded > interest and annuities)>                (ALL TAX-FREE)

> The officer in question served in the Vietnam War and we had since 

> lost allinformation on his immediate family "both nuclear and 

> extended" to benefit from his Survivor Benefit Plan (SBP) Payoff.

> According to our Benefits Administration Letter(BAL) #98-109 you 

> closely bear the name of a family survivor of his and as such, such a 

> person must receive his entitlements. We are ready to pay out this 

> benefit to you so we await your say so/acceptance. There has been a 12  year waiting period before now for these benefit payments .So we may > never get to your turn again.

> We await your payment instruction.

> Capt. Sanjay Nangalia

> SBP Monitoring & Control Officer

> USArmy Survivor Benefit Plan
